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Trustwaveôs Payment Application Practice

ÅKeith Swiat
ï 19 years experience in info-sec

ï 10 focusing on payment card security

ÅThe Team
ï 15 PA-DSS Assessors 

ï 5 continents

ï Nearly 1/3 of all applications listed on the PCI-SSC validated application 
list have been validated 

ÅServices
ï PA-DSS Assessments

ï P2PE Assessment

ï PCI Mobile Application Security Guidelines Review

Preparation For EMV Chip Technology



© 2012© 2012

What is EMV?
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EMV At A Glance

ÅJoint effort between Europay, MasterCard and Visa to 
provide globally interoperable and secure payments.

ÅFirst version of EMV standard published in 1996.

ÅCurrently managed by EMVCo.

ÅHolds payment data on an integrated circuit or ñchipò 
rather than on a mag stripe.

ÅChips can contain RFID capabilities

to enable ñtapò transactions.
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EMV Technology Overview

ÅSolutions are comprised of two components:
ïMicroprocessor, usually embedded in a payment card

ï EMV-enabled POS (contact or contactless)

ÅTransaction Flow
ï Card Authentication

ÅCardholder offers card to reader

ï Cardholder Verification

ÅCardholder enters PIN or signature

ï Transaction Authorization

ÅTransaction is approved, card is removed
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Current EMV Usage

ÅEMV has a very strong foothold internationally.
ï EMV terminals in use (estimated):

ÅEurope ï11,000,000

ÅAPAC ï3,500,00

ÅAfrica/Middle East ï350,000

ÅAmericas ï3,900,000

ïDoes not Include the U.S.
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ÅCountries that adopt EMV show a sizable 
reduction in ñcard presentò fraud.
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Current EMV Usage
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EMV and PCI-SSC P2PE

ÅThe PCI-SSC has recently released their P2PE standard.

ÅP2PE addresses security concerns for a different type of 
transaction: static payment data.

ÅAims to protect card holder data used in mag stripe 
transactions during both transit and storage between the 
merchant and acquirer.

ÅP2PE can provide a good mechanism to secure cardholder 
data while EMV is adopted in the U.S.

Preparation For EMV Chip Technology



© 2012

EMV and NFC

ÅNear Field Communication (NFC) is a derivative of the 
RFID that is used in EMV chips.

ÅNFC can only deliver data over a few centimeters as 
opposed to RFIDôs which can transmit over a few meters.

ÅCard-based implementations are passively powered, while 
Smartphone solutions are powered by the device.

Å Inclusion of NFC in many mobile devices may cause a shift 
to mobile wallets.
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The EMV Push


